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Changes for the Better
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Changes for the Better

B FEREICLSH—7 VA PPP/PPP-RTKfE®Y — EXHAFIARAIEGEE B> TN 5
B UN-ICGOHEA TPPPOMEAERMICEET 52X X7 7+ —X%ZFth (2019-) : 11F1K
v 2nd Workshop % 525 (2023/3 at JRC)
vV RT A =& (E8ETE1EE) OEXRPRE. SBRETILEFEICOWVWTER. RTCM & &Ei
B ETENTA—Z%F &%, [ PPP Service Providers Report | % {ERk(rev.2 draft)
B Tx74+—<vy MIOWTIEFEEAFEDCompact SSR (CSSR) CR4EET) TXxE XY D2D0H %

List of Open Satellite-Based High-Accuracy GNSS Correction Service

 System | Country | Service Area_| Service | Satellite | Status______[Signal _____| DataRate | FormatinSis ___

QZSS CLAS Japan Japan PPP-RTK IGSO/GEO Operational (2018-) 1.278GHz (L6D) 1,695bps CSSR
QZSS MADOCA Japan Asia/Oceania PPP IGSO/GEO Trial service (*1) 1.278GHz (L6E) 1,695bps CSSR
Galileo HAS EU Global PPP MEO Operational (2023-) 1.278GHz (E6b) 448bps Similar to CSSR
BeiDou 3 China China+ PPP GEO Operational (2020-) 1.207GHz (B2b) 456bps Customized CSSR
[ AVERTINLGIA\E AU/NZ Oceania PPP GEO Early Service (2022-) 1.207GHz (E5b) 500bps? (TBD)

Russia Russia PPP MEOQO/IGSO Development (2030-) 1.202GHz (L3SVI) 3,155bps CSSR

Korea (TBD) (TBD) GEO Development (2035-) 1.278GHz (L6) (TBD) (TBD)

*1 Operational from 2024

©Mitsubishi Electric Corporation 1.PPP /PPP-RTK O pen Formats 5


https://www.unoosa.org/oosa/en/ourwork/icg/working-groups/s/wg-s-2nd-workshop-on-interoperability-of-ppp-2023.html

1-3 ICG 3PITF I2H T % &;

=

n o nu

B E/0: “reference time system”, “reference coordinates”
B EERNHVELY
v RIS
> Statics value after convergence? If so what is the definition of convergence?
v ”Y?ﬁﬁ%ﬁaﬁ:
> Itis including time-to-receive correction data?
» Time to reach specification or time to convergence?
> If specification, what if error increases later?
v FBEEDEF . PPP, PPP-float, PPP-AR, PPP-RTK, PPP with iono
B Standardized algorithm for PPP: Galileo HAS reference algorithm
B OSS Toolkit: RTKLIB, PPPLIB, CLASLIB, MADOCALIB, cssrlib

t0: Start to receive the correction data
/ N t1: Start to calculate PPP/PPP-RTK

»  Convergence time [s]: t2-t0

t2: time to reach the accuracy specification

Accuracy
specification [m] (95%)

Positioning accuracy [cm] (95%):
statistical value after convergence

v

v

©Mitsubishi Electric Corporation
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1-4 (%) PPP/PPP-RTK performance map e sy

Changes for the Better

Convergence Time
(95%, minute)

Data Rate (95%)

4  <SVI (Russia)

A 3,000bp5 —
40 <>PPP Via SouthPAN
30 <>MADOCA PPP 2,000bps |

@CLAS <>MADOCA PPP
20 | @BDS PPP
<{>SVI (Russia)
1,000bps |-
10 |- <>MADOCA PPP +iono
500bps [~ @BDS PPP OPPP Via SouthPAN  @Gajileo HAS
5 » QGaIiIeo HAS (*1)
- | @CLAS §>Galileo HAS +iono, . | | |
10cm 20cm 30cm Nation Regional Global
Accuracy (Horizontal, 95%) Service Area

*1 Currently, Asia/Oceania region is not supported yet

@ Operational <>Development or Trial Service From PPP Service Providers Report, 2nd

©Mitsubishi Electric Corporation 7



‘ MITSUBISHI

1-5 PPP/PPP-RTKDFA -7 7 #%—=v b & Tsuels

Changes for the Better

m RTCM SC-104 8+ TSSRIZ# (RTCM-SSR) %2011FICEHR (RT7—1: PPP)

B RTCM SSRE#:DPPP/PPP-RTKAE#EF — 7> 7 —< v FCompact SSRA' 20155 (C
}2%E S 1LQZSS CLASIC#RMA, 3GPP. Galileo HAS, GLONASS PPPIZ %@,

B RTCM SSRIFEZZE LA R L <F>TW=H, SSR TaskForcell & WIZEAVIRE A F L oH T,

|GS SSR

Scientific Applications 3GPP LPP

LTE/5G Swift Nav Skylark

RTCM SSR SPARTN
Compact SSR

u-blox PointPerfect

QZS CLAS
QZS MADOCA PPP Galileo HAS
GLONASS PPP
BeiDou PPP Proprietary (closed format)

Geo++ GNSMART Trimble CenterPoint RTX fast
Hexagon TerraStar-X

©Mitsubishi Electric Corporat ion 1T.PPP/PPP-RTK Open Formats ‘ 8




1-6

GNSSHA—7 V{E5 KM L @EHES

B PPP/PPP-RTKAH5R{E 5 A RNSS/N > N (1.2GHz 8 LV 1.5GH) TRIEM b BURI N T W 5

- ARMOMBES ICHETE 2
1. 1.575GHz (L1), 1.176GHz (L5): SBAS

2. 1.278GHz(L6/E6): QZSS PPP/PPP-RTK, Galileo PPP, (KPS)
3. 1.202-1.207GHz(E5b/B2b/L3SVI): Beidou PPP, PPP via SouthPAN, Glonass PPP

4. 1.525-1.559GHz (L-band): commercial PPP/PPP-RTK service

DFMC SBAS PPP PPP/PPP-RTK
L5/E5a/B2a L30C E5b/B2b L2OF (R)
L6/E6 ( )
(G CIS) (R) ( CS) L2C (G) L20C (R) B31 (C) /E6 ()
1160 1180 1200 1220 1240 1260 1280

frequency [MHz]

Ranging or Correction

lower L-band (1.2GHz)

Ranging Correction

©Mitsubishi Electric Corporation
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PPP/PPP-RTK SBAS
commercial
( : L1CA (GS) L10OF (R)
B11(C) L1C/E1/B1C (G CJl) L10C(R)
|
L-band ||
1525-1559MHz
MSS
1530 1540 1550 1560 1570 1580 1590 1600 1610

frequency [MHz]

upper L-band (1.5GHz)

2.Interoperability of PPP/PPP-RTK Services



1-7 RTCMICH T 2EHW  LIC/BOHEEERARICEAT S

B SSRAYE—TDIEE (SSRRRY 74 —RIIZBE, Fiwh, VTV
YEERT T —ADE, EEXAvE—ICOWTERTE GHEER) |
B INAVX Yy =Rt | RERICKBEFE GREZIAXARBROICDZ S
i8)
B CNAV, CNAV2 X vt —3RE | GPS& HHE L TEREH
B NRTK ¥ /LFGNSSH /i : Galileo, BDSIZMEEERAM T X 2T . QZSITD
WTIZ 2 BOSMEb
B MSMXv+—YDLIC/BX G @ N & EIE L T, HETRZRT
B SEMA—h—DSHEEERMICETE#EAH Y. EFEE ML
v & I L1C/BELIC/ADARIEN BRI —ET 2 REIL A, X4 I~
7\ E SEME D R E (KT,
v R AHARDQZSTXRET BLICE Ry k& LT, L1C-L1C/A,
L1C-L1C/B%#90deghitE CEHRT D T L Ic L W, BIpMEAERT 5,
[90degfitl | OFF B ILGPSOEEIZEHYE 5,
v LIC/BERAMBRICHEEERMERRZER. 74—~ v FHETZIRSE
THHAMATHEERE
B Network RTKD ¥ /L FGNSSH IS ICEE T B ZEAmAThNTWb, IRIRD
GPS/GLONASSIZHIZ T, Galileo/BDS/QZSS% BT %312%, Galileo/BDS
ITHEEBERET XA METRT. BARICDOFE, QZSSIIMHEERMET X b
IZSMT 2DED 1 HDOATEA TV UK,

©Mitsubishi Electric Corporation
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3.1.7. Phase Relationship within Signals
317111

For L1 signals. the phase relationships between L1CD, L1CP, and L1C/A {or L1C/B) are shown
m Table 3.1.7-1 and Figure 3.1.7-1:

Table 3.1.7-1 Phase relationships

Carrier wave Phase lag ACCUTACY
Block I LICD and LI1C/A same phase + 57

LICP and LIC/A 907 phase lag = 5°

LICP and L1CD 907 phase lag +5°
Block IT and IIT LICD and L1C/A (or L1C/B) 90 phase lag = 5°

LICP and L1C/A (or L1C/B) 907 phase lag *+ 5°

LICP and L1CD same phase + 35"

L1CD, L1C/A L1CD, L1CP
]
L1CP LiCAor L1CE
Block | Block |l and 1l

Figure 3.1.7-1 Phase Felationship of L1

10




1-8 (8#) RTCM EELLEBRIIOVLT g“gﬁgsfl{%'.%m
FRIEREET R DEFIZE | RTCM SC-104ZEESTERINSBRTCM L
‘
- FTEDEEA —H, FEY—EXREE, EREBRENS
- ERA SIAXA, =ETHE. ALESHSM

<
—EBEHIZQZISWCOF = 7 %=HEHTH Y., CLASTERT 5 EMEH USSR (Compact SSR) DIZEAEAL,,
QZSEIE ML = HEXE
Working Group SC-104Z8=CE/F)  premsmig

N\ . ”
SRIERTTMER L 4 ;ﬁiﬁﬁﬁ k3
QZS

version 3 | RINEX NMEA
SSR Network RTK Internet Protocol
oordinate Transformation /

-

XZ{EE2EHALL

* RTCM SC-104: The Radio Technical Commission for Maritime Service, Special Committee 104

©Mitsubishi Electric Corporation 11
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RTCM SSR Taskforce I % 1F % B o M
TEXA Y N=IC K Y FRER— X CiEima i, TFN 77 MEERBEE T L £->TET,
PPPD #7% 5§ PPP-RTKZ &, b—& /Xy r—2 & L CiER
XEWA —H—, 7ANA XL EBIGZFRDPITHN TS @ Hexagon, Geo++, Swift, Trimble
Interoperability testIC B89 2 Eim © BtA
1FIEETTFHREZ CRETZ LB hbNn 3B,
AV T oY ERgtt, By t—TYFEZER

# _Mem | TFProposal

o N O U1 A W N =

©Mitsubishi Electric Cor|

Satellite Orbit, Clock As previously defined

Code Bias As previously defined

Phase bias RTCM SSR Phase Bias Message — Draft v6

lonosphere message RTCM SSR lonospheric Correction Message — Draft v2
Tropospheric Correction Message RTCM SSR Tropospheric Correction Message — Draft v2
Grid Definition Message RTCM SSR Grid Definition Message — Draft v5

Satellite Antenna Message (PCV/GDV) RTCM SSR Satellite Antenna Message — Draft v6
Metadata message RTCM SSR Metadata Message - Draft v2

poration 12
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2 - 1 1 ¢ MITSUBISHI

QZSS Project status & ELECTRIC

Changes for the Better

B QZSS 4 satellite constellation is in continuously operation with Q1R, Q2, Q4 and Q3.

B Development of QZS 5,6,7 is underway, they are planned to be launched in JFY2023-2024.

B Trial service of MADOCA-PPP with Compact SSR has started in Sep 2022, regional PPP service plans to be
operational by JFY2024.

B L1C/B signal is planned to be operational in JFY2024 after QZS-5 is launched.

B QZNMA will be operational in JFY2024, draft ICD for QZNMA (IS-QZSS-SAS) was published on Jan 24, 2023.

-
- =
-m 2021 MWWWW 2027|2028 | 2029 | 2030
QZS 1R | QZ5-5,6,7
1
; A AA | |
1

PNT: L1C/A,L1C,L2C,L5 PNT: L1C/B,L1C,L5

PPP-RTK (CLAS), DGPS (SLAS),SBAS (MSAS)
PPP (MADOCA)

©Mitsubishi Electric Corporation ‘ 14



2-2 Performance of QZSS CLAS C."“E"i?c‘%%'.%”'
B QZSS CLAS is operational since Nov. 2018, it proves quite good performance and the
reliability.
B High-accuracy positioning solution can be obtained in 5 seconds after receiving correction

data. Kinematic mode

positioning accuracy [95%]

—— 2018

2019

/ - 2020
—— 021

/ -~ 2022
7 ' —— 2023

Time to receive the correction data

=
=]

horizontal [em]
B & 8 8 =2 8

(=] Pt E=] [=a] ==
(o]
=

convergence time [s] (95%)
=]

jan  Feb Mar Apr  May Jun  Jul  Aug Sep Ot MNov Dec

[=]

—— 2018 Jan Feb  Mar Apr May Jun Jul Aug Sep Oct MNow  Dec

2019
2020
—— 2021
-— 2022
15 —— 2023

25

20

vertical [em]

10

* Analyzed by CLASLIB, based on the daily solution of 72 CORS stations in Japan

©Mitsubishi Electric Corporation 15
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2-3 Events and feedback during operation of CLAS &% EETHC

Natural disaster and Positioning in Non-open

Atmospheric disturbance

sky condition
B The availability of high-

System events

Power outage on reference

B |onospheric disturbance

degrades the positioning stations because of accuracy position is
performance earthquake or typhoon. limited on non-open-
B Failure event on internal sky condition

network and equipment.
B System outage of Galileo in
13:00:00(UT) 09/14 2021 TECH10™ /m®
Ei o July 2019.

2aN-=f 1 | ]|, |
128°E 132°E 136°E 140°E 144°E

From: https://aer-nc-web.nict.go.jp/GPS/QR_GEONET/MAP15/

From https://qzss.go.jp

16
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2.4 CLASHKE®DAM (ION Pacific PNT 2022) e s

Changes for the Better

« Correction Message
Authentication
(CMA) for PPP/PPP-
RTK.

« More satellites by
combining multiple
channels of multiple
QZSS satellites. Cyber-

Availability security

Disaster
Prevention

« Localized heavy rainfal
prediction by standardized message
estimating IPWV. in RTCM SC-134 and

3GPP.

« Applying the
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1. QZS 55HEL6DF v /L H o DCLASHREC(E

2. f58
3. CLASER A vt —I~AD

©Mitsubishi Electric Corporation

CLASHRem LEtE (2023%F58 ZEEWG)

BEH BT 1o DEH (FuABE % HER)

Satellite group for correction

from QZS-A
o
315 " Jl. -~—1»5\\ 5
° /s N\
A DN
// P ] \'\
/ A \
[ 7 \
270°| Ioo
\ /
‘\v “/‘
\ : /‘/
7)5*\\‘ ./// 135
180°

QZS-A

“'ll

[

ﬂk

Urban area

FREEN I LT 2O DM

Aol BE DT &

QZS-B

‘l’

Satellite group for correction
from QZS-B

i

- sl T,

15 15 ™ 450 .
S . £ .
.I_.-" \_\‘ .

f-" s = &0 y "".

]
|

el : 2 : a0

III ] . " I||

L !

hY " .

1‘x " . . /f

225.‘\\ . A 13se
'\-\.\_\_._- o

™

180"

SHRIEC(E
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2-6 QZSS CLASFRIEMEET 5 IC DWW T(2023F58 ZFEHWG) &% ELECTRIC

B CLASHER®R X vt — 2 ICERMEsE % 5 (~JFY2026)
EREEX v —Y DXEAE D L6DF /- IFL6E & 1 — Y REME ICE D = Hk
B UEEARNE LT, mEMNER - STEMNRICEN S TESLAA DR % 1857

(%) TESLAAR @ BEEFEREEICK Y WERAHET 2L A (Galileo OSNMATHEA)
v TYRIILEZL (DS) EEARIERTT — ZEEHEK, E.Jr,a:émb 2B ENS
v BHREERM TONNA K - A—HRETEINHIRE () 018 BELTWS
v IREEF)E
@ L— MBI . AREERAVCIL— MNEEZ AR
@ BFz—VRIE: EFz—rE/Ny T aTIEREE, L— FRK)DEEEETER
Q) MACIREE : L6 X v E—I A XAV TMACE £ 5. EE I N/-MACE L& - #R3F

= Q#Fz—IRAE IR (CA) NEER (Bads)

...... K., = f(K [T, |D) L— @+ EL A —
j —
______ K., = f(K|T, |D) N oss __iasf

2 O — g2+ BH TR —— ik
DS = g(K,|T, |D’) L6X vy t—2 T—RERK

TESLARF = —VRIEEDEZRH

©Mitsubishi Electric Corporation
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PPP-RTK/PPPRRIIEBERICET 2R
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3-1 SREEWERNIIAEOHERERBN & wmsusisa

Changes for the Better

SREEMERIEEOHMEHRELEN (CF : CLASEEAEZNICE T D EERESTHILRIERET+)
a. A Message Authentication Proposal for Satellite Based Nation-wide PPP-RTK Correction Service
(ION GNSS+ 2019)
b. PPP/PPP-RTK Message Authentication (ION GNSS+ 2021, NAVIGATION)

©Mitsubishi Electric Corporation 21


https://www.ion.org/publications/abstract.cfm?articleID=17085
https://navi.ion.org/content/70/2/navi.579

‘ MITSUBISHI
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Changes for the Better

A Message Authentication Proposal for Satellite
Based Nation-wide PPP-RTK Correction Service

-
J‘__

ION GNSS+ 2019
September 20, 2019 at Miami, Florida
Dr. Rui Hirokawa, Dr. Seigo Fujita

MITSUBISHI ELECTRIC CORPORATION

©Mitsubishi Electric Corporation
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Authentication of Navigation Message and Correction Service”HimC.

Changes for the Better

v GNSS open signal can easily attacked by low-cost GNSS signal spoofer.
v GNSS providers such as Galileo, GPS, QZS are working to provide the authentication
information for their navigation signals and messages.

v" In this paper, we present a fundamental study to add the authentication information
for satellite based high-accuracy (HA) correction service.

GNSS SBAS HA Correction Service

\ LimeSDR-mini
: A .& e SDRsi
T @m - / *'. +GPS-SDR-sim
A

- Navigation Signal SBAS Message High-Accuracy Correction Message

- Navigation Message
%)ropose An Authentication Message for,

1. High Accuracy Correction Messages for PPP/PPP-RTK
2. Navigation Messages of GNSS Satellites (option)

©Mitsubishi Electric Corporation ‘




Example of Other GNSS/SBAS PN

Changes for the Better

v" For the variable length stream, the message occupation rate depends on the number of
available satellites and signals. The priority control of messages will be necessary.
v HA correction should be high priority, NMA could be low priority.

Navigation Navigation SBAS Message HA Correction Message
Message Signal

Application Galileo E1B OS- GPS L1C Chimera - SBAS, DFMC SBAS | CLAS/Compact SSR
NMA

Frame Coding RiXGle fixed fixed variable (RTCM stream)
Data Rate 125bps 50bps 250bps 1,695bps

Update Interval JI0Ralalii: 2 hour 30-216sec 5sec clock, 30sec other
Data Rate 16.6% (20bps) 6% (3bps) 22% (55bps) 3-5% (50-85bps)

TBA 10sec 6sec,3min 6sec 5sec (correction)
30sec or more(NMA)

Encryption TESLA ECDSA P224 TESLA TESLA

©Mitsubishi Electric Corporation



(B2) NMASS X — & 8 PN

Changes for the Better

Galileo E1B BDS B1C GPS L1C QZNMA QZNMA QZNMA CNAV2 | QZNMA
OSNMA NMA Chimera LNAV CNAV L6E
DS DS DS DS DS

TESLA TESLA TESLA Data rate [bps]

Authent 30sec 90sec 96sec 180sec 240sec 216sec 288sec 300sec
Delay 230

&
<150sec ? 144sec 180sec 240sec 216sec 288sec 300sec
o L6E QZNMA
30sec 90 or 36sec 96sec 180sec 240sec 216sec 288sec 300sec 20[— ® Galileo OSNMA
(432sec)
Security Level 128bits ™ 128bits 116bits 112bits 128bits 128bits 128bits 128bits
128bits *1 128bits 116bits - - - - - 15—
40bits*? ? 30bits - - - - -
512bits 512bits ? 448bits 512bits 512bits 512bits 512bits
Data rate 20bps 2.5 or 6.3bps 2.3bps 3.0bps 3.8bps 4.2bps 2.9bps 230bps 10+ TESLA
Hash Algorithm SHA-256 SM3 ? SHA-512 SHA-256 SHA-256 SHA-256 SHA-256
HMAC-SHA256*4 HMAC-SM3 ? = = = = = QZNMA (LNAV,CNAV,CNAV?2)
DS Algorithm ECDSA P-256" SM2 ? ECDSA P-224 ECDSA P-256 ECDSA P-256 ECDSA P-256 ECDSA P-256 5 | .
GPS Chimera
Y Y Y Y Y Y Y = o> C 0 o
; ; <>.BDS NMA DS
Galileo - - - - - - GPS+Galileo <> NaviC NMA
UTC Auth Y - - - - - - E | | L
E1B B1C ? Lic L1C/B (C/A) Ls Lic L6E 0 100 200 300
TBA [s]

©Mitsubishi Electric Corporation 25
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Type of Key for Authentication &' ELECTHC

v" The message is authenticated by the digital signature (symmetric/asymmetric).
v" We should care about the authentication performance (security level, time between
authentication) and the resource limitation (band-width, computational).

Sender Message Receiver
Message MACs MACs Message
—p Key compare

Key

Key 1 >

Symmetric key the key is shared by transmitter + Lower computational « Difficulty to share the
and receivers resource private key
« Shorter key length

Asymmetric key a private key known only to * Non-disclosure of * High computational
transmitter, a public key can be secret key (*1) resource
distributed publicly « Longer key length

*1 the authentication of public key is still needed. LPC1768 ARM Cortex-M3 96MHz: ECDSA P-256 458msec ¢> SHA-256 0.6msec

Performance of State-of-the-Art Cryptography on ARM-based Microprocessors (nist.gov) ‘

©Mitsubishi Electric Corporation



¢ wmrsuBis
TESLA: Timed Efficient Stream Loss-tolerant Algorithm C"EfiEcl%%l'CHl

« TESLA provides delayed per-packet data authentication, defined in RFC4082, ISO/IEC 29192-7:2019(E).
« Efficient and robust protocol
* Requirement:
1. Loose time synchronization.
2. Initial commitment to the key chain: the last key of chain (k,) with signature

Sender Receiver

—

1. Generate key chain with non-reversible function f
2.  Disclose key with reverse order (k,, ...,k\) with delay

Receive message m; and MAC;

2. Receive key k; with delay

3. \Verify k; with key-chaining

. ko is verified with signature of

| ki_i = f(k;) sender
-1 L . . .r .r .
Ky pmd K d K pumd K, «  Signature is verified by certification
of sender

Ko
- 4. Calculate MAC for m, using k;,
ki_1 = f(k;) = trunc(hash(k;||salt)) Sign of k, w?tﬁul\/?A?:i : or m; using k; ,compare

“salt” can prevent pre-computational attacks ‘

disclose key to the receivers

MAC = trunc(hash(m;, k;||salt))

Certification (public-key) of sender f

©Mitsubishi Electric Corporation ‘
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Messaging Design for QZS L6 T HER

- Independency of Service

(1) Same channel (L6D) - Slower TTFAF, TBA
- TESLA
""""""""""" L iKey
K00 viask RN Orb | Bias| AC#1  AC#2 Auth| AC#3 AC#4 Auth |IES
- Faster TTFAF, TBA
- Need additional channel
(2) Separate channel (L6E) . Asymmetric Encryption (like ECDSA) can be applied
4 )

L6D Mask- Orb B.as] AC#1  AC AC#3 AC#4
)

#2
I\/IAC(DS

©Mitsubishi Electric Corporation ‘
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Message data rate for Authentication W ELECTHC
Message rate for authentication:
Header #Satellites
SL length MAC length TBA=5s
»/ Y N 140
. MAC — MAC=10b,5L=80b,TBA_nm=30s
drate = [(NO + No, + Nyac) +Ns (1 T n )] /trpa IMAC=30b,5L=112b,TBA_nm=30s |
For CMA 1201 MAC=32b,5L=128b,TBA_nm=30s

For NMA === [MAC=30b,5.=112b,TBA_nm=60s |

n = trpa—nm/trea

[
=
[

Example for MAC=30b,SL=112b i:

Without NMA: & % 1 data-rate for 1/SV B
47bps (2.8%) with PKI info Y R U = W s
37bps (2.2%) without PKI info E

= 40

With NMA (20SVs, without PKI info):
tTBA—NM = 30sec » 12bpS/Sat » 61bpS (36%)

trpa—nm = 60sec mp 0.7bps/sat mp  51bps (3.0%) 0
Message rate for PPP-RTK correction (Compact SSR):

[t
=

0 10 20 0 40 50
number of satellites

SIS: 7.6bps/sat gy 59.1bps/sat for CLAS (212grids) one more satellite or
Local: 0.24bps/sat/grid authentication message?
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‘ MITSUBISHI

Authentication Message Structure L
» Assigned for Compact SSR SubType 13 (RTCM 3 compatible) | mt: 4073
» Parameters for TESLA is compatible with Galileo OS-NMA SubType: 13
MMI, 10D SSR

Encryption Type
NMA/Chain status
Chain ID

» Parameters include; Hash/MAC

. . . function
Encryption Type, Key-Size, MAC size,... Key/MAC/PKI size

» PKl-info to send root-key/OTAR information MAC availability
» NMA can be included as option, throughput \ R
can be minimized using mask. PKI-info

Auth SV mask
MAC-CMA

MAC-NMA
Key

©Mitsubishi Electric Corporation



L o MR

Changes for the Better

l#—fyﬁﬁﬁﬁﬁﬁﬂ—exiaﬁﬁﬁ =R B30HTHY . Galleo HASZ IZ L ®H
O—N)LY—EXDrbEAYICKY . EEEBICED D,

BEHNEOEEA V77 THIQSSO T LYy X AMEE - KEIHFBZN, e - 2 —HF)FEMH
DmE EICBH T,

BE/-, BAY—ERECDBEEERYOEERDERDI-HICEETH Y. EFREEEENEICHE
LCalZHmEFFHL TLL

©Mitsubishi Electric Corporation



MITSUBISHI

A ELECTRIC

Changes for the Better




